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Identity Theft: Quick Recovery Guide

|dentity theft can be overwhelming, but taking the
right steps quickly can make a significant difference.
This guide outlines 10 simple and essential actions to
help you recover your identity and protect yourself
from further harm. If you believe your personal
information has been compromised, begin these
steps immediately. Should you need additional
guidance, the Rockland County Office of Consumer

Protection is here to help.



STEP | Place a Fraud Alert or Credit Freeze

5

1 (This is Free!)
Contact one credit bureau (That bureau will notify the other two)
e Equifax: @ 1-800-525-6285 =% equifax.com
* Experian: 7 1-888-397-3742 X experian.com

\/

e TransUnion: % 1-800-680-7289 =% transunion.com

Save your PIN or password from the credit bureau!

® RECORD DETAILS

Date Completed:

Bureau Contacted:

PIN/Password Location:

-~/ YOUR NOTES




STEP

N
2 E

Check your Credit Reports

e Request free credit reports at: annualcreditreport.com
e Review for:

v/ Accounts you did not open

v/ Charges you did not make

v/ Incorrect personal information

® RECORD DETAILS

Date Reviewed:

Issues Found:

Reports Saved:

~/ YOUR NOTES




ST3EP Report Identity Theft | &

e File an official report with the FTC:

< identitytheft.gov

%5 1-877-IDTHEFT (1-877-438-4338)

e Save your FTC Identity Theft Report
This document is required by many banks and credit
bureaus.

This report serves as an Official ldentity Theft Affidavit.

® RECORD DETAILS

Date Filed:

Report Confirmation #:

Document Saved:

~/ YOUR NOTES




STEP Contact Affected ¢
4 Financial Institutions Q@

Notify each Bank, Lender, Credit Card Issuer, or Merchant involved.

Request they:
e Close or freeze fradulent accounts
e Reverse unauthorized charges
e |ssue new account numbers/cards

e Flag the account as identity theft-related

Keep records of:
e Date and time of contact
e Name of representative

e Case orreference number

® RECORD DETAILS ~ YOUR NOTES

Institution:

Date Contacted:

Representative:

Reference #:




® RECORD DETAILS

Institution:

~/ YOUR NOTES

Date Contacted:

Representative:

Reference #:

® RECORD DETAILS

Institution:

-~/ YOUR NOTES

Date Contacted:

Representative:

Reference #:




® RECORD DETAILS

Institution:

~/ YOUR NOTES

Date Contacted:

Representative:

Reference #:

® RECORD DETAILS

Institution:

-~/ YOUR NOTES

Date Contacted:

Representative:

Reference #:




ST5EP Secure Your Accounts | @

Change passwords and PINs for:

e Email (especially your primary email)
e Banking and payment apps

e Online shopping accounts

e Social media accounts

Enable Two-factor authentication (2FA) whenever available

® RECORD DETAILS ® RECORD DETAILS
Date Updated: Date Updated:
Accounts Secured: Accounts Secured:
2FA Enabled: 2FA Enabled:

~ YOUR NOTES ~ YOUR NOTES




® RECORD DETAILS ® RECORD DETAILS

Date Updated: Date Updated:
Accounts Secured: Accounts Secured:
2FA Enabled: 2FA Enabled:

- YOUR NOTES ~ YOUR NOTES

ADDITIONAL COMMENTS




STGEP File a Police Report |

File with your local police department (where you live)
Bring:
e Government-issued photo ID
e Proof of address

e FTC ldentity Theft Report (Pg. 4)
e Proof of fraudulent activity

Request a copy of the report or the report number.

® RECORD DETAILS

Department:

Date Filed:

Report #:

~ YOUR NOTES
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STEP —&
7

Submit written disputes to each bureau reporting fraudulent

Dispute Fraudulent Information

accounts.
*Sample letters can be found on identitytheft.gov

Include:
e FTC Identity Theft Report (official identity theft affidavit)

(Pg. 4)
e Police Report (Pg. 10)
e Copy of photo ID and proof of address
e Written explanation of disputed items

Bureaus must investigate and respond within

legally required timeframes.

STEP . : : : N
Dispute Directly with Creditors bV (
8 > & PN

Send disputes to each creditor reporting fraud.
*Sample letters can be found on identitytheft.gov

Request:
e Removal of fradulent accounts or changes

e Written confirmation once resolved

Send correspondence via certified mail when possible and
keep copies.
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STEP New York State
9 Consumer Protections

*File a complaint with the
New York State Office of the Attorney General

e ag.ny.gov
e Consumer Helpline: 800-771-7755

The OAG can:
e Provide guidance
e Assist with patterns of fraud

e |Investigate business conduct

STEP Other Entities You May
10 Want to Report Your Theft

» |f someone used your Social Security number for tax
purposes or to obtain employment:
e File IRS Form 14039 (ldentity Theft Affidavit)
www.irs.gov/identity-theft or Fraud Hotline
1-800-908-4490

» If your Social Security number was misused:
e Contact Social Security Administration:
www.ssa.gov or call 1-800-772-1213
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http://www.irs.gov/identity-theft
http://www.ssa.gov/

STEP 10 Other Entities You May
CONT. Want to Report Your Theft

» If fraudulent activity involves a driver license or vehicle
registration:
e Contact New York State DMV.:
www.dmv.ny.gov/contact-us/report-a-problem-

to-dmv

» [fyou are avictim of a Cybercrime:
e Contact Crime Complaint Center (IC3) and file a
complaint at www.ic3.gov

» If you think your Mail has been stolen or diverted:
e Contactyour local Post Office

» If your Passport has been stolen, report it to U.S.
Department of State
o www.travel.state.gov (click U.S. Passport tab)

If contacted by a Collection Agency, immediately notify
them you are a victim of identity theft and its fraudulent
debt. Follow up with agency in writing and include:

e FTC Identity Theft Report
(official identity theft affidavit)(Pg. 4)
e Police report (Pg. 10)
e Written explanation of disputed items
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http://www.dmv.ny.gov/contact-us/report-a-problem-to-dmv
http://www.dmv.ny.gov/contact-us/report-a-problem-to-dmv
http://www.dmv.ny.gov/contact-us/report-a-problem-to-dmv
http://www.ic3.gov/
http://www.travel.state.gov/

® RECORD DETAILS

Agency:

® RECORD DETAILS

Agency:

Dates Reported:

Dates Reported:

Reference #:

Reference #:

® RECORD DETAILS

Agency:

® RECORD DETAILS

Agency:

Dates Reported:

Dates Reported:

Reference #:

Reference #:

® RECORD DETAILS

Agency:

® RECORD DETAILS

Agency:

Dates Reported:

Dates Reported:

Reference #:

Reference #:
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/A\ IMPORTANT REMINDERS!

|dentity theft recovery can take time;
persistence is important.

Do research before you engage with
any company.

Never pay a company that promises to
“erase” identity theft immediately.

Keep all records for several years.

Credit freezes are FREE in New York.

You are NOT responsible for fraudulent
debt.

*  x o x ok kX




IDENTITY THEFT: CONTACT LOG

DATE ORGANIZATION CONTACT NOTES REF #

PERSON
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IDENTITY THEFT: CONTACT LOG

DATE ORGANIZATION CONTACT NOTES REF #

PERSON
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